This paper presents an evaluation of interfaces at the Network Operations Center NOC (Network Operations Center) in terms of HMI standards and related regulations, as well as the ergonomic monitoring GEDIS guide. The Centre of Operations NOC at the Institute of technology and renewable energy (ITER) is responsible for monitoring the various infrastructures of the Data Centre such as the air conditioning, power supply, fire protection, security, technical centers, wind farms, photovoltaic plants, and different infrastructures deployed around the submarine cable belonging to the Consortium Cana-Link (the cable that connects the mainland and Canary Islands, the earth ring and the Network IRIS). To unify systems and facilitate the NOC personal's daily tasks, the ITER has been using the BMS system for SCADA software. However, BMS is a software specialist in the management of buildings, and as such BMS software was substituted by the new specialized system designed after this evaluation.
Introduction
The objective of this work is to analyze and apply the NOC HMI/SCADA systems by applying different usability and accessibility techniques and standards. Additionally, we want to identify the main interface problems, and based on the results of the evaluation, give recommendations for improvement. Specifically, in this work we have applied the ergonomic design guide (GEDIS), as well as several standards and proposals for the improvement of the actual control system rooms. Based on the results, a prototype is presented to improve the existing interface used by NOC (Network Operations Centre) operators.
In the human supervision and monitoring tasks that take place in the industrial control rooms, there are aspects of security and physical ergonomics involved in the tasks, as well as factors relating to the engineering of usability, ergonomics and cognitive areas. These disciplines provide guidelines to apply and improve the design of the control room; these are focused on the user [1] . SCADA (Supervising, Control and data acquisition) [2] is the software used in these types of tasks and rooms. SCADA allows the industrial processes to be supervised and controlled from a distance and helps provide real time feedback at field level (sensors and actuators).
The task of informing the operator of all activities in an industrial process is performed by the Human-Machine Interface (HMI). As such, good communication is necessary between the operator and the automated control system. This communication process makes it possible to analyze different anomalies and modify parameters related to the control process. From a normative and operative point of view, the supervision is a delicate and essential task. So, this work guarantees the quality and efficiency of the process, and the operator is usually the decision maker with regards to the control actions.
Therefore, the HMI system must contain both graphical and numerical components. Also, the HMI must use standardized and clear terminology for the end user. In addition, it is recommended that the process and control variables should be as clear as possible for the user. And, also, a historical record of variables' variations should be kept in order to study their behavior and make the respective predictions.
Standards HMI/SCADA for industrial contexts
In this section we present those norms and standards that describe the HMI problem and present several norms, standards and criteria for industrial human supervision. We later describe some of the most important guides in industrial environments.
The ISO 11064 standard establishes principles, recommendations and requirements to be applied in the design of control centers. This standard proposes generalpurpose aspects as well as aspects for its specific application in industrial control rooms. Ergonomics is principally used as physical ergonomics. This standard is divided into 5 basic parts that are listed below: → Part 1: Principles for the design of control centers. This work has been based on Part 5, through the analysis of the NAP's current BMS. Please note that Part 5 has ergonomic principles and contains provisions and recommendations on indicators and controls as well as their interaction in the design of hardware and software of control centers.
The UNE-EN 9241 is important for work with DDSs (Data Display Screens) since we have to consider a number of issues that can negatively influence the physical and mental capacity of the person who is working with a DDS. To avoid possible physical disorders such as muscularskeletal, visual and eye problems, fatigue, as well as others, and considering ergonomic studies, the European Committee for Standardization, in collaboration with the International Organization for Standardization (ISO) promoted the development of the ISO 9241 and the EN-ISO 9241 standards, "Ergonomics Requirements of visual display terminals (VDT's) used for office tasks". These standards establish the ergonomic requirements for DDS equipment used in office activities, to ensure that users can develop their business safely, efficiently and comfortably. The receivers are the various actors involved in the design, manufacture, acquisition, and use of DDS equipment, as well as those responsible for directing and supervising the activities. While a significant portion of the content of the standard is dedicated to designing DDS equipment, the physical aspects of job design, the physical environment and the management and organization of work with other teams are also addressed.
The European standard EN-ISO 9241, approved by the European Committee for Standardization, should be taken entirely as standard by European countries' standardization bodies. In Spain, this rule is called UNE-EN 9241. The existence of potential problems mentioned above, coupled with the large size of the group of employees currently working with computer screens, justifies the existence of specific legislation on the subject. In Spain, the Royal Decree 488/1997, of April 14, and transposing Directive 90/270 / EEC both refer to the minimum safety and health requirements for work with display screens. This European Directive is the fifth individual Directive under the Framework Directive 89/391 / EEC on the introduction of measures to encourage improvements in the safety and health of workers at work. Both derive from the Directorate General V of the EU Council, and contain directives on safety and health at work.
Royal Decree 488/1997, of April 14, is currently the only legal standard governing Spain, and specifically refers to jobs that involve DDS. This norm addresses issues relating to the ergonomic designs in these types of jobs. However, ergonomic designs in these jobs require the use of more detailed specifications, which are also included in the rule.
There are other rules that apply in the areas of usability and cognitive ergonomics, these are: This standard provides user information to ensure the proper integration of the man-system interface with other aerospace disciplines. -The EEMUA 191 [3] standard is a set of guidelines for alarm management. This work has evaluated D-ALiX system alarms and events, which measures the ratios set by the EEMUA standard, the average number alarms per hour, the maximum number of alarms per hour, operator response time, etc. -The GEDIS guide [4] : This guide provides a methodology based on the area of knowledge of ergonomic design and interface monitoring. GEDIS encompasses aspects of interface design, cognitive ergonomics, usability and human-computer interaction to improve reliability and efficiency of the systems in the control room. This methodology collects and takes into account the principles of previous standards, and it is specifically designed to supervise a control room. For this reason GEDIS has been chosen for our work as a reference guide to assess and improve the control room interfaces and the monitoring system. In the next section, the NAP current control system (BMS) is described. The GEDIS is applied to this BMS to assess the accomplishment of HMI standards and to see areas that should be improved. Then, prototypes are described, that have been developed as a solution to the problems identified in the assessment.
Case of study: the NOC at ITER
The Operations Center (NOC) at the Technological Institute of Renewable Energies (ITER) is responsible for monitoring several Data Center infrastructures, such as: air conditioning, power supply, fire protection, security, technical centers, wind farms, photovoltaic plants, and different infrastructures deployed around the consortium of Cana-Link (the cable between the mainland and the Canary Islands, ground ring and the IRIS Network) submarine cable. To unify some of these systems and facilitate the daily task of NOC personnel, ITER SCADA software is used as a BMS system (Fig. 1) . The BMS is specialized in building management software. The principle of operation of this type of software is similar to other technologies that specialize in industrial automation (i.e., it has a graphical environment that allows drivers to be programmed, as well as the typical instrumentation for these types of projects).
The application is divided into five modules: a) module reading network, b) module data analysis and storage, c) data block, d) reports module, and e) user interface module (Fig.  2) . Three of these interface modules (module data analysis and storage, module data and reporting module) have Web Services (WS). The module of network decoder handles the ALiX [5] network data collection devices. This module periodically interrogates the network obtaining status, alarms and variables, and this information is sent to the data analysis and storage module for processing. Based on the analysis of the variables, new alarms are generated and added to existing ones and the importance (weight) is assigned. Finally all this information is stored in the Data Module.
The analysis and data storage module is also responsible for storing the raw data for the last reading of each of the devices on the network. Only the last reading of each device is stored, which eliminates the previous data from other devices in the raw. This information can render a real time image of what is happening on the network. The following statements reflect the relationships between the modules in Fig. 1 The Data Module (R / W), from the stored information, provides all the methods to obtain useful information for the user (last alarms, unacknowledged alarms, historical events, etc.), the user interface module reporting and also makes use of this information for their operation. The Data Module also provides methods to interact with network devices (off / on groups, change set points, etc.) and, through the WS interface, three of the modules allow external applications to provide and obtain application data.
Applying the GEDIS guide and EMMUA to the NOC's BMS and SCADA systems
The GEDIS guide has been prepared to design information systems centered on the user [6] , focus on the formalization of ergonomic criteria [7] work, and the Nielsen's [8] heuristic guidelines. One of the differences from the previously developed methodologies is that the GEDIS guide provides generic guidelines on ergonomic design criteria, and offers a numerical evaluation method to assess the quality of the interface.
The guide is divided into 2 parts. In the first part, a set of selected indicators for multimedia interfaces design guidelines used by computer engineers and computer experts interacting person are detailed [9] . Moreover, the second part of GEDIS shows the quantitative measures of evaluation to give a final numerical value. This final value allows the designer / user to evaluate possible improvements in the monitoring interface. So, this value allows for a comparison with other interfaces. The evaluation is expressed in numeric form (quantitative format) or in a qualitative format. The equations to measure the indicators are the following:
The first equation determines the value of each indicator using the sum of the respective sub-indicators, divided by the number of sub-indicators for each indicator. In the second equation, the total global assessment of the interface is determined as the result of the sum of the indicators divided by the number of indicators.
Both equations include identical weight indicators and sub-indicators, which are intended to cover different aspects of the interface design.
Below, Table 1 shows the results obtained for the current BMS considering the GEDIS indicators guide, where a = appropriate, m = medium and na = not appropriate.
The evaluation obtained in Table 1 , was performed by the BMS supervisor, six NOC operators and the designer of the system, using the criteria contained in the GEDIS guide and standards The improvement changes introduced in the Text and Status Devices indicators were the following: a) the display of incidents increased the font size for alarm events, warning and without communication; b) the status indicator devices were optimized to use the BMS Server resources. Previously the "Unifilar" and the D-ALiX SCADA screens were working at a very low level when they established communications with Modbus gateways level devices. Our work has changed the work logic so that the device status is queried in terms of SQL queries in the database, as well as their spread to usability.
Also, besides the application of the GEDIS guide, international standards have been taken into account, such as ISO 11064 and 191 EEMUA [10] . The evaluation of the performance of BMS Alarm Systems has yielded positive results. These results include the fact that the number of alarms that may occur in 10 minutes is less than 2, and, as such, the system is manageable for operators. The number of alarms that may occur during the first 10 minutes after the first critical alarm that occurred is dependent on equipment fails. In the system that was analyzed there are 7 alarms that could trigger. Therefore, this is a lower number than the value established by the EEMUA 191 standard, which has a 10-alarm maximum. So, the management system is predictable.
Design and development of new user interfaces
Once evaluated, the BMS interface, and various improvements to the redesign of the interface of several screens have been proposed, as well as their relocation. Thus, the old SCADA system display used in the NOC for the monitoring of the Power Plants was improved and integrated in the BMS. For example, in the old interface, the detection of an alarm on the plant "Suelo" was painted a red pixel color, which is difficult to be detected quickly by the human eye. For this reason, it is necessary to show the view in order to display this alarm. Therefore, the Wonderware SCADA system was substituted with this new system. Currently, with the new screen, the NOC operator can easily detect the alarms, reminders or communication failures of both inverters as well as the photovoltaic plants. Also, with this new screen, you can see the production of solar power plants, temperatures of inverters and solar irradiation in real time.
To develop a prototype that includes the improvements identified in the NAP's SCADA systems, it has also had been necessary to contemplate the integration of the same system into the BMS. The technologies used for this development have been popular Web technologies such as PHP 5.5, HTML5, CSS3, JavaScript and MySQL, in addition to a specific library of PHP that works on a ModbusPhpModbus level.
ITER opted for this solution because of the staff's previous knowledge of these technologies, as well as the need to develop their own software, independent of any manufacturer and with no license cost. Above all, this solution was chosen due to scalability; since the D-Alix has deployed just a 1st phase, for the future it will expand up to 2 more phases and, therefore, in the BMS the number of devices that may be added is unlimited. The number of devices that can be added limit the amount of available resources.
Improvement of SCADA system Photovoltaic Plants
In an assessment carried out in all the ITER SCADA systems, the Wonderware photovoltaic plants system is the one that is less usable and that is more complex to work with, as well as being the one that has received the most negative comments. The most appropriate solution to this system has been the integration of new screens in the BMS, as well as skips in a new solution SCADA. For the realization of these new displays, the methodology carried out was to conduct focus groups formed by members of the NOC, as well as with the supervisors of the BMS, in order to analyze the problematic aspects of the interface and then perform several mockups or sketches of screens with different proposals. Once the Mockup of the screen design was selected, it proceeds to translate the sketch into a web design, making use of HTML5 and CSS3. This screen allows the NOC operator to know the status of the inverter and the plant, the total production, production of the inverter and solar irradiation of the plant's location. In this way, with this screen and the drop-down window of each inverter, the 3 levels of the Wonderware system are suppressed, in addition to obtaining a clean screen and being able to easity detect alarms.
The next step, to locate all the devices, was the complete inventory of all inverters that form the photovoltaic plants, as well as the identification of all the Modbus gateways -TCP/IP. Because the PV power plants were previously built in Wonderware SCADA, the inventory of all devices was a difficult task.
Before proceeding with the design of the final template, some tests were carried out with the inverters in the design of a provisional screen to test if the reading of the alarms of the inverters was correct. The memory map of the type of inverters was assessed in orderto detect which were the necessary records for later reading, and then they were integrated into the database of all the BMS devices .
A screen to monitor multiple inverters of different photovoltaic plants, specifically the Red Farm, was designed. Another screen was designed to monitor the inverters of the "Fincaroja y verde" plants.
Now, we proceed with the insertion of all inverters in the database, and in this way we store the records of readings associated with each inverter. The insertions to the database of Devices are the following data: Where the data inserted are the identifier of the inverter, the name of the inverter, the device type, domain, subdomain, and the IP address of the Modbus -TCP gateway that contains the particular inverter.
We decided to do a redesign of the dynamic screens, using PHP. This decision was taken considering future scalability, since you could automatically try to add new photovoltaic plants, without the need for a screen redesign but by simply including the new subdomain of the plant, and the inserts in the database. Previously, with a static screen, it would have been necessary to create tables for the new plants. Also by making the system with dynamic screens it will allow a minor preload time for the states of the inverters.
In the deployment of the new screen, there have been multiple incidents. One of them is that, at dusk, the inverters do not produce energy, therefore the BMS detects the nonproduction as an incident alarm, and the system would collapse with the total number of alarms from the 542 inverters. So, it was decided to temporarily change the status of all inverters to off to prevent saturation of the alarm system, and especially the distraction of the NOC operators.
To take this problem into account we thought of different solutions, one of them was to fix the schedule of the inverter readings, but this solution was not very appropriate, since the changes are not fixed schedules between summer and winter. Finally a more effective and efficient solution was found: considering that the number of alarms that are triggered in the incident is only one, a message of photovoltaic warning was indicated, which in turn encompasses all of the 542 investor alarms.
Finally, we proposed a second screen, which also shows the status of the photovoltaic plant. It could discover the status of a particular inverter and for that reason a JavaScript Popup was used; when you click on an inverter it shows the instantaneous power, continuous voltage, the temperature and the status of the inverter. To monitor the main BMS screen -the Wall-a screen was designed that monitors the status of each photovoltaic plant.
Interfaces proposal for the ITER cleanroom
The integration of the BMS with the Clean Room takes place through the alarm monitoring of the data acquisition card of the subsystems of nitrogen gas and cabin photovoltaic laboratory. This integration should be done on a screen as well as in the wall of the BMS. This ensures the 24x7 monitoring of the Photovoltaic Laboratory by the NOC.
In order to monitor these variables, the design, implementation and integration of a summary screen in the BMS application has been undertaken for real-time monitoring of the Photovoltaic Laboratory. In addition, it is necessary to add the integration of audible alarms that are assigned according to how critical they are.
In summary, the objective that has been completed with this integration is the acquisition and monitoring of a company's cabinet gas-control. Data acquisition will be made through the MPORT -Rev2 III card, which is properly configured for this purpose. Monitoring is performed via the Modbus communication protocol TCP/IP. The interfaces have been designed following a previous mockup to monitor alarms. There are two actuators; one is "Alarm Reset" and the other "Remote Shutdown". The first allows the audible alarm to be reset and the second runs the safety mechanism that prevents leakage of these gases. So, a screen to monitor the clean room on the wall was designed.
Visualization of HMI Data of the Big Data Systems
The D-ALIX supervisors need to know about the consumption of the different equipment located at the NAP. Tostudy these statistics, the ITER uses "Pentaho", which is a suite composed by a set of free programs to generate business intelligence, including built-in tools to generate reports, data mining, etc. Due to the fact that "Pentaho" is running on a different server and in addition to the latency of the graphics of consumption display, the need to employ a web technology was identified in the draft D-Alix, in order to integrate these graphs in the BMS.
For this reason, to integrate the graphics display in this work a Google API (Google Charts) has been used. Three possibilities were analyzed to choose which graphics API to use: D3, js and Google Charts. The last option was selected because of its power. The DalixConsumption database was used to show the data, which is formed by 136 tables belonging to the various devices to be monitored. In turn, each table is made up of millions of records.
The consumption graphs represent the total consumption of the NAP, D-ALIX climates, photovoltaic plants, Line NAP to ITER, general NAP services, the supercomputer, as well as the indicator PUE (Power Usage Effectiveness), which is a variable defined by the Green Grid as an instrument to measure the efficiency of data centers. It compares the total energy consumed by a data center with the amount of energy that actually reaches the IT equipment, reporting on the amount lost by other computers, such as cooling systems. Several interface graphics have been implemented to represent the consumption of serial dispositives employed in the Data Center. For example, Fig.  3 represents the line between the ITER and the Network Access Point and Fig. 4 specifies the indicator and Power Usage Effectiveness (PUE).
Conclusions
The GEDIS guide is a methodological approach that combines the efforts of engineering systems and ergonomics to improve the efficiency of the human-machine systems in industrial control rooms.
This work was done together with NOC supervisors and operators. Note that it is essential to reflect on the experience of the operator of the control room in the supervising task, as well as the technical team responsible for developing the application.
The relation between the engineering of the usability and the design of control room allows professionals in various areas such as systems engineers and computer engineers, together with the ergonomics professionals, to work with the same approach to develop an optimal industrial control application.
The application of the GEDIS guide in the case studies provides a series of indicators over different aspects of the interface that allows these aspects to be attended to and improved. Also, this guide can be an index of global quantitative assessment over the state of an actual interface after applying the corrective measures. For this reason, we believe that it is an ideal tool to work together with the standard employees of this work to achieve the evaluation and continuous improvement of systems that are alive and remain in constant growth.
The valuation obtained after the completion of the assessment is a very good result. The new system for the NOC makes the detection of alarms produced easier, compared to the Wonderware SCADA initial screens.
The technologies used for the design of the new interfaces, PHP, HTML5, CSS3, JavaScript, etc., are all very popular technologies that are easy to work with. Not using proprietary technologies from different manufacturers allows for easy integration with the Building Management System (BMS) that was developed in these popular technologies. This is shown by the ease of scalability, as well as integration with the hardware devices. In this case we have been able to demonstrate that a wind and photovoltaic energy control center used for to monitor a Data Center Systems, as well as a system of submarine and terrestrial telecommunications is extensible to any type of control center, for example aircraft, rail, nuclear, maritime navigation, etc.
The Big Data Systems recorded large amounts of information on a daily basis, making their representation a difficult task. An easy way to represent HMI data has been demonstrated in this work, which is fast and objective for the user to undertake further analysis.
